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Assertion of Management as to ZU KU N FTS R FAHREN

its Disclosure of its Business Practices and its Controls Over

its 551 Certification Authority Operations

as of November 30, 2015

November 30, 2015

The management of Fiducia & GAD lT AG has assessed the ciisclosure of its certificate practices and
its controls over its SSL certification authority (CA) service located in Muenster, NRW, Germany. The
keys and certificates covered in our assessment are Iisted in the Appendix ofthis letter.

Based on that assessment, in Fiducia & GAD lT AG‘s opinion, in developing its SSL-CA service on
November 30, 2015 has:

• disclosed its certificate practices and its commitment to provide SSL certificates in conformity
with the applicable CA/Browser Forum Guidelines

• maintained effective controls to provide reasonable assurance that:

o the certificate policy and/or certificate practice statement are available on a 24x7
basis and updated annually

o subscriber information is properly collected, authenticated (for registration activities
performed by Fiducia & GAD lT AG) and verified

o the integrity of keys and certificates it manages is established and protected
throughout their life cycles,

o (ogical and physical access to CA systems and data is restricted to authorized

individuals

o the continuity of key and certificate management Operations iS maintained, and
o CA Systems development, maintenance and operation5 are properly authorized and

performed to maintain CA System integrity

in accordance with the Trust Principles and Criteria for Certification Authorities — SSL Baseline with
Network Security — Version 2.

Andras Hünnebeck inhold Pieper
Management Leiter Zertifizierungsdienst VR-ldent
Portfolio- und Produktmanagement Portfolio- und Produktmanagement
Selbstbedienung und Kryptografie Selbstbedienung und Kryptografle
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Appendix A

Subordinate CAs operated by Fiducia & GAD lT AG‘s SSL-CA services (VR-ldent):

Reference Key Name

1 VR Ident SSL CA 2016

2 VR Ident EV SSL CA 2016




